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3 Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation), (GDPR).

4 Council Regulation (EC) 2016/679 on the protection of natural persons with regard to the processing of personal data and on
the free movement of such data, and repealing Directive 95/46/EC (Data Protection Directive) [2016] OJ L119/1.

5 Council Directive (EC) 2018/843 on the prevention of the use of the financial system for the purposes of money laundering or
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1 Marcelo Corrales, Mark Fenwick, Nikolaus Forgd, New Technology, Big Data and the Law (Springer 2017) 21.

12 paul Voigt, Axel von dem Bussche, The EU General Data Protection Regulation (GDPR): A Practical Guide (Springer 2017) 10.
13 1bid 11.
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14 Europol ‘Economic Crime’ (Europol Europa EU) <https://www.europol.europa.eu/crime-areas-and- trends/crime-
areas/economic-crime> accessed on 29 March 2019.

15 Jonida Milaj, Carolin Kaiser, ‘Retention of data in the new Anti-money Laundering Directive — ‘need to know’ versus ‘nice to
know’” (2017) 7(2) International Data Privacy Law <https://doi- org.db.ub.oru.se/10.1093/idpl/ipx002> accessed 2nd May 2019
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% |bid 116.

17 Council Regulation (EC) 2016/679 on the protection of natural persons with regard to the processing of personal data and on
the free movement of such data, and repealing Directive 95/46/EC (Data Protection Directive) [2016] OJ L119/1 articles 6 (1) (c)
and 6 (1) (f).
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19 Article 1.3 of the AMLDA4.

20 Council Directive 91/308/EEC on prevention of the use of the financial system for the purpose of money laundering.
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22 Mitsilegas & Gilmore, The EU legislative Framework against money laundering and terrorist finance: a critical analysis in the
light of evolving global standards, p 120.

2 FATF, “About”.
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light of evolving global standards, p 125.
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26 Recital 10 & article 8 of Directive 2005/60/EC.
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55 Article 40 of the AMLD4.

56 Article 32.1 of the AMLD4.
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147 Maja Brkan, Do algorithms rule the world? Algorithmic decision-making and data protection in the framework of the GDPR
and beyond, International Journal of Law and Information Technology, 2019, p1.

148 Art 22(1) GDPR

149 Thomas H Coormen, Algorithms Unlocked (MIT Press 2013) 1.

150 Tal Zarsky, ‘The Trouble with Algorithmic Decisions: An Analytic Road Map to Examine Efficiency and Fairness in Automated
and Opaque Decision Making’ (2016) 41 Science, Technology, & Human Values, p120.
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152 |sak Mendoza and Lee A Bygrave, ‘The Right not to be Subject to Automated Decisions based on Profiling’ University of Oslo
Faculty of Law Legal Studies Research Paper Series No 20/2017, from
https://papers.ssrn.com/sol3/papers.cfm?abstract_id1/42964855, & H#f : 201949 H 10 H -

153 GDPR Recital 71 (£[i§%)

..In any case, such processing should be subject to suitable safeguards, which should include specific information to the data
subject and the right to obtain human intervention, to express his or her point of view, to obtain an explanation of the decision
reached after such assessment and to challenge the decision. ....In order to ensure fair and transparent processing in respect of
the data subject, taking into account the specific circumstances and context in which the personal data are processed, the
controller should use appropriate mathematical or statistical procedures for the profiling, implement technical and organizational
measures appropriate to ensure, in particular, that factors which result in inaccuracies in personal data are corrected and the
risk of errors is minimized, secure personal data in a manner that takes account of the potential risks involved for the interests
and rights of the data subject, and prevent, inter alia, discriminatory effects on natural persons on the basis of racial or ethnic
origin, political opinion, religion or beliefs, trade union membership, genetic or health status or sexual orientation, or processing
that results in measures having such an effect.
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154 Article 29 Working Party

If the basis for processing is 22(2)(a) or 22(2)(c), Article 22(3) requires controllers to implement suitable measures to safeguard data
subjects’ rights freedoms and legitimate interests. Under Article 22(2)(b) the Member or Union State law that authorises the processing
must also incorporate appropriate safeguarding measures. Such measures should include as a minimum a way for the data subject to obtain
human intervention, express their point of view, and contest the decision.

155 Article 29 Working Party

Meaningful information about the ‘logic involved’

The controller should find simple ways to tell the data subject about the rationale behind, or the criteria relied on in reaching the
decision. The GDPR requires the controller to provide meaningful information about the logic involved, not necessarily a complex
explanation of the algorithms used or disclosure of the full algorithm. The information provided should, however, be sufficiently
comprehensive for the data subject to understand the reasons for the decision.

156 Maja Brkan, Do algorithms rule the world? Algorithmic decision-making and data protection in the framework of the GDPR
and beyond, International Journal of Law and Information Technology, 2019, p18
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157 LED Article 11 ( automated individual decision-making)

1. Member States shall provide for a decision based solely on automated processing, including profiling, which produces an
adverse legal effect concerning the data subject or significantly affects him or her, to be prohibited unless authorised by Union
or Member State law to which the controller is subject and which provides appropriate safeguards for the rights and freedoms
of the data subject, at least the right to obtain human intervention on the part of the controller.

158 | ED {4—7d T $55 (Directive ) j WIFHBEH2EBERIZ 3 X0 (VA& & BB B DABIN AT R i -

BINTEE B2 T 2018 Wi {Ra&)E (Data Protection Act2018) | Hi/2ifF LED EiA HLNEI AN LA%ESZ - 22 » GDPR £
& Ry THIAI (Regulation) 5 -+ KBURIDEBETE% @ (FE A 2HEECHR BB 45007 - 27, The GDPR and LED,
YOUR QUESTIONS ANSWERED ( March 2018 ) By Sharper Pritchard Solicitors and Parliamentary Agents.

159Art13(2)(f) GDPR: ' the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and,
at least in those cases, meaningful information about the logic involved, as well as the significance and the envisaged

consequences of such processing for the data subject. |
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160 Art14(2)(g) GDPR: I the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and,
at least in those cases, meaningful information about the logic involved, as well as the significance and the envisaged
consequences of such processing for the data subject. |

161 Art15(1)(h) GDPR: I the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and,
at least in those cases, meaningful information about the logic involved, as well as the significance and the envisaged
consequences of such processing for the data subject. |

162 Andrew D. Selbst and Julia Powles, ‘Meaningful information and the right to explanation’ (2017) , International Data Privacy
Law 4, 237.
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